BJIEHUIO aIMUHUCTPALIMH
KHOBCKHH pailoH»
014r Ne43

MOJINTUKA
AIMHHHCTPAIHH MYHHUHNAJILHOI0 00pa3oBanus
«lOxnoBcKkuii paiion»
B OTHOIIEHHH 00pa0OTKH NEePCOHANBHBIX AaHHBIX

1. O0Ommue no/10KEeHHA

1.1. Tepmunsl 1 onpeaeieHus

Ilepconanbubie 1anHbIe - 1100as HHPOpMALIMA, OTHOCAILAACA K IIPAMO WIH
KOCBEHHO OTpPE/ICJICHHOMY WK orpejenseMoMy (usndeckomy auily (CyOnekTy
NEPCOHAIbHBIX JIAHHbIX ).

OnepaTtop - TrocyJapCTBEHHBI  Oprad, MYHMUMNAIbHBIA  Opras,
IOPUIMYECKOE WIH (PH3HUUECKOE JIULO, CAMOCTOSITEIBHO WJIH COBMECTHO C APYTrUMH
JMIIAMU OPraHM3YIOIME M (WIM) OCYIIECTBISIIOIIME 00pabOTKy MEpPCOHAIBHBIX
JIAaHHBIX, @ TAKXKE ONpee/sIonMe 1einn 00padoTKH MEPCOHAIbHBIX JIAHHBIX,
COCTaB TNMEPCOHAIBHBIX JaHHBIX, MOANekKaMUX 00paboTke, NSHCTBUS (Omepaun),
COBEPILIAEMbIE C MEPCOHAILHBIMH JIAaHHBIMH.

O6paboTka nmepcoHAJBHBIX AAHHBIX - TH000€ AelcTBUE (Onepaiys) Win
COBOKYIMHOCTb ACHCTBUIH (Omepauuii), COBEpPIIAEMbIX ¢ HCIOIb30BAHUEM CPE/ICTB
aBTomMaru3auuu uid 0e3 MCIOJIb30BAHUS TAKUX CPEACTB C TEPCOHAIbHBIMU
JAHHBIMM, BKIOHasi cOOp, 3anuch, CUCTEMATH3AlLMI0, HAKOIUIEHHWE, XPaHEHHE,
yTOuHEHHE (OOHOBIEHHE, M3MEHEHME), M3BJICYEHHE, HMCIIOJIb30BAHME, Iepeaady
(pacripocTpaHeHHe, MPEJOCTABIEHHE, AOCTYN), 00e3nuyuBaHHe, OJIOKMpOBAHMUE,
YJIAJICHHUE, YHUUTOXKEHUE MEPCOHAIbHBIX JaHHbBIX.

ABTOMATH3HPOBaHHA# 00paloTKa NMEPCOHA/ILHBIX AAHHBIX - 00paboTka
NEPCOHATbHBIX JAHHBIX C MOMOIIbIO CPEACTB BHIYUCIUTEIbHON TEXHUKH.

PacnpocTpanenne nepcoHa/JIbHBIX JAHHBIX - ICHCTBHS, HAPABIEHHbIE HA
PACKPbITHE ITEPCOHAIBHBIX JIAHHBIX HEOMPEACIIEHHOMY KPYTY JIMLL.

IlpeaocraBiienne nepcoHAIbLHbIX JAHHBIX - JICHCTBUS, HANIPABJICHHbIE HA
PACKPBITHE TMEPCOHATbHBIX JAAHHBIX OMNPEACJECHHOMY JIMIYY WIH OIpeAeIeHHOMY
KpYry JIHLL

bjiokupoBanne NEPCOHAJBHBIX AAHHBIX - BPEMEHHOE [IPEKpaALICHUE
00paboTKH NMEePCOHAIbHBIX JAHHBIX (32 MCKIIOYEHHEM clilydaeB, ecau oOpaborka
HE0OX01MMa /LISt YTOUHEHUS EPCOHAIbHbBIX JaHHbIX).

VHHUYTOKeHHE NEPCOHANBHBIX JAHHBLIX - JICHCTBUS, B pe3yibTare
KOTOPBIX CTAHOBHUTCS HEBO3MOKHBIM BOCCTAHOBHUTH COAEpIKAHHE TE€PCOHAIbHBIX
JaHHBIX B MH(OPMALMOHHON CHCTEME TEepCOHANbHBIX JAaHHBIX M (WIH) B



pe3ynbTaTe KOTOPBIX YHHUYTOXKAIOTCS MaTepHUalibHbIe HOCHUTENIW NEePCOHAIbHBIX
JTAaHHBIX.

OO0e31uYUBaHNE NEPCOHAJBHBIX [AHHBIX - JICHCTBUSA, B pE3ylbTaTe
KOTOPBIX CTAaHOBUTCA HEBO3MOXXHBIM 0€3 HCIOJIb30BAHUS JIOMOJIHHUTEIbHON
uHGOpPMAITIH ONIPEACIIUTD MPUHAJICKHOCTh IEPCOHATBHBIX JAHHBIX KOHKPETHOMY
CyOBEKTY NEPCOHATBHBIX JTAHHBIX.

NudopmanmonHasi cucTeMa MNEePCOHAIBHBIX JAHHBIX - COBOKYITHOCTH
coJiep Kaluxcsi B 0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX U 00ECHEUMBAIOIIUX UX
00paboTKy MH(POPMAIIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX CPEJICTB.

Tpancrpanuynasi mnepegaya MNepPCOHAJBHBIX [AaHHBIX - I[epeaayda
NEPCOHATBHBIX JaHHBIX HA TEPPUTOPUIO HHOCTPAHHOTO TOCYIapCTBA OpraHy
BJIACTH HMHOCTPAHHOT'O TOCYAApCTBa, WHOCTPAHHOMY (DU3WYECKOMY JUILy WIH
WHOCTPAHHOMY IOPHINYECKOMY JIMILY.

1.2. Ha3nauenue u mpaBoBasi OCHOBA IOKYMEHTA.

[Tonutuka agAMUHUCTPAIMM MYHUIIMIIATLHOTO OOpa3zoBaHus «HOXHOBCKHIA
palion» (nmamee - aJIMHHUCTpalus palioHa) OMpenesseT CUCTeMY B3IJISI0B Ha
npobnemy obecriedeHus: 0€30MacHOCTH TMEPCOHANbHBIX JAaHHBIX U MPEACTABISAET
co00l cucTeMaTU3MPOBAHHOE M3JIOKEHHUE IENe M 3a/lay 3allUThl, KaK OJTHO WU
HECKOJIbKO TIpaBWjl, MPOUEAYpP, TMNPAKTUYECKUX MPUEMOB U PYKOBOJISAIIUX
OPUHIIMIIOB B oOmactu  MHGOPMAIIMOHHOW  0€30MacCHOCTH,  KOTOPBIMHU
PYKOBOJICTBYETCS aIMUHHMCTpALlMs B CBOEW NEATEIbHOCTH, a TaKK€ OCHOBHBIX
NIPUHIIUIIOB TIOCTPOCHMSI, OPTaHU3AIMOHHBIX, TEXHOJOTUYECKUX U TMPOILECTYPHBIX
acCIeKToB obecreueHrs 0€30MacHOCTH NEPCOHATBHBIX JaHHBIX.

3akoHOAaTeNnbHOM OCHOBOW HacTtosuien [lomutukn asnsrorcs Koncrurynus
Poccuiickonn ®enepauuu, ['paxaanckuil, YTOJOBHbIM M TpydoBOW KOAEKCHI
Poccuniickoint @enepamuu, denepanpubiii 3ak0H oT 27.07.2006 Ne 152-®3 «O
NepCOHANIBHBIX MaHHBIXY», DemepanpHbiii 3akoH oT 06.10.2003 Nel31-d3 «O6
oOlMX MPUHIMIIAX OpPraHU3alMK MECTHOrO camoympaBieHuss B Poccuiickoii
®depnepanuny», 3aKOHBI, YKa3bl, MOCTAHOBJIECHUS, JPYrd€ HOPMATHUBHBIE AKThI
JNEUCTBYIOLIETO  3akoHomarenbcTBa  Poccuiickon  @Penepauuu, AOKYMEHTHI
@denepanbHON CHYyKObI MO TEXHUYECKOMY UM OJKCIOPTHOMY KOHTpPOJIIO U
®denepanpHOM ciyk0b1 6e30macHocT Poccum.

Ucnonb3oBanue nanHod [lomuWTHKM B KadyecTBE OCHOBBI ISl MOCTPOEHUS
KOMIUIEKCHON CHUCTeMbl MH(GOPMAIMOHHON 0€30MacHOCTH MEPCOHATBHBIX JTaHHBIX
aIMUHUCTPAIIMK paiioHa MO3BOJIUT ONTUMU3UPOBATH 3aTPAThl HAa €€ MTOCTPOCHUE.

[Ipu pazpabotke [TonUTHUKH YUUTHIBATUCH OCHOBHBIE MPUHITUIIBI CO3AaHUS
KOMIUIEKCHBIX CHCTEM OOecTieueHns 0e30macHOCTH HH(POpMAIIUU, XapaKTEPUCTUKHI
U BO3MOXHOCTH OPraHU3allUOHHO-TEXHUYECKUX METOJAOB M COBPEMEHHBIX
arnmnapaTHO-IPOTPAMMHBIX  CPEACTB  3alllUThl W NPOTUBOACUCTBUS  Yrpo3am
0e3omacHoCTH HH(POPMAITUH.
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OcHoBHble mojnoxkeHuss IlomuTuku  Oa3upyloTcs Ha  KAYECTBEHHOM
OCMBICIIEHUU BOMPOCOB 0€30MacHOCTH MH(OPMAIMK U HE 3aTparuBaioT BOIIPOCOB
HSKOHOMUYECKOr0  (KOJMYECTBEHHOI'O) aHajliu3a pPHUCKOB UM OOOCHOBaHUS
HEOOXOJIMMBIX 3aTpaT Ha 3aIlUTy UH(POPMALIIH.

2. O0BLeKTHI 3aIUTHI

OCHOBHBIMH OOBEKTAMH CUCTEMBI 0€30MaCHOCTH MEPCOHAIBHBIX JTAHHBIX B
aJIMMHUCTPAIIMU pailoHa SBISIOTCS:

— UMH(QOPMAIMOHHBIE PECYpPChl ¢ OTPAaHUUYEHHBIM JIOCTYIIOM, COJEpKalue
NEPCOHANILHBIC JJaHHBIC;

— Tporecchl 00pabOTKH TMEPCOHANbHBIX JaHHBIX B WH(GOPMAIMOHHON
CUCTEME  NEPCOHAJIbHBIX  JAHHBIX  AAMUHHUCTpaluH,  UH(POPMaLUOHHbIE
TE€XHOJIOTUH, PErJIAMEHTHI U MpOoLeaypsl cOopa, 00padOTKH, XpaHEHUs U Nepeaun
UHpOpMaAIMK, NEPCOHAT pa3padOTYMKOB U IOJIb30BATENE CHUCTEMBI M €€
00CITyKMBAIOIIHI ITEpCOHA;

— wuH(popmalmoHHass UHPPACTPYKTypa, BKIIOYAOIIAs CUCTEMbI 00pabOTKU
U aHaJIM3a MHPOpMAIH, TEXHUYECKHE U IMPOrpaMMHBIE CpeACTBa ee 00paboTKw,
nepesadyd U OTOOpakeHus, B TOM 4YHCJIe KaHajdbl MH()OPMALIMOHHOIO OOMEHa U
TEJIEKOMMYHHUKAIIUU, CUCTEMBbl M CPEACTBA 3alIUThl HHQOpPMAINH, OOBEKTHI U
INOMEUIEHUs,, B KOTOPBIX PpAaCIIOJIOKEHbl TEXHUYECKUE cpeAcTBa 00paboTKu
NEPCOHANBHBIX JTAHHBIX.

3. Hean u 3apa4u odecnevdeHusi 6€30MACHOCTH MEPCOHATBLHBIX TAHHBIX

3.1. NHrepecsl 3aTparuBaeMbiXx CyObeKTOB MH(OPMAILIMOHHBIX OTHOIIIEHUA.

CyObektamMmu  MH(OPMAIMOHHBIX  OTHOLIEHHM  mpu  00ecrneyeHuu
0€3011acCHOCTH MEPCOHAIBHBIX JaHHBIX aJIMUHUCTPALUU PailiOHa SIBISIFOTCS:

— AJMUHUCTpAIMS palioHa, KaK COOCTBEHHUK MH(POPMALIMOHHBIX PECYPCOB;

— PYKOBOJCTBO M COTPYAHUKH aIMUHHUCTpPALMU PailOHA, B COOTBETCTBHHU C
BO3JIOKEHHBIMU Ha HUX (PYHKIUSIMH.

[lepeuncnennbie CyOBEKTBI MH(OPMAIMOHHBIX OTHOIIEHU I
3aMHTEPECOBAHBI B 00ECIICUECHNH

— CBOEBPEMEHHOI0 JIOCTYIa K HEOOXOAUMBIM UM NEPCOHAIbHBIM JaHHBIM
(MX AOCTYITHOCTH);

— JIOCTOBEPHOCTH (MOJHOTHI, TOYHOCTH, aJE€KBATHOCTH, IIE€JIOCTHOCTH)
NIEPCOHAJIBHBIX JaHHBIX;

— KOH(UIEHUUAIbHOCTHU (COXpAaHEHUs B TallHE) MEPCOHAIBHBIX JIAHHBIX;

— 3alUTHl OT HABS3bIBAHUS MM JIOKHBIX (HEAOCTOBEPHBIX, HUCKaKEHHBIX)
NEPCOHAJIBHBIX JAaHHBIX;

— pa3rpaHUuYEHUs] OTBETCTBEHHOCTH 3a HapyIIEHUs UX IpaB (MHTEPECOB) U
YCTAHOBJICHHBIX NMPaBUJI 00OpAIIEHUs C IEPCOHAIbHBIMH JIaHHBIMU;

— BO3MOXHOCTH OCYIIECTBJIEHUS HENPEPHIBHOIO KOHTPOJISI U YIPABICHUS
nporeccaMu 00pabOTKU U Iiepeady EPCOHAIBHBIX JaHHbBIX;

— 3allUTHI NEPCOHANBHBIX JAHHBIX OT HE3AKOHHOT'O PaCIpOCTPaHEHUSI.



3.2. Ilenu 3amurhl.

OCHOBHO# 11€7IbI0, HA JOCTH)KEHHE KOTOPOM HAIIPaBJICHBI BCE IMOJIOXKEHHS
Hactosme [lonuTuku, sBisieTcs 3ammMTa CyOBEKTOB  MHGOPMAIMOHHBIX
OTHOIICHWH  aJIMUHUCTPAIlMd paiioHa OT BO3MOXKHOTO HAHECEHUS UM
MaTepUalIbHOro, (HU3MUYECKOro, MOPAIBHOIO WJIM HHOro yiiepda, MOCPeaCTBOM
CIIy4aifHOTO WJIM TPEIHaMEPEHHOTO BO3ACHCTBHS Ha MEPCOHANbHBIC TAHHBIE, WX
HOCHTEJIH, TIPOIIECChl 00pabOTKH U Mepeaayn.

VYkazaHHasi 1€Tb JTIOCTUTaeTcs MOCPEACTBOM O0ECTeUeHUs U MOCTOSHHOIO
NOJIePKAHMS CIIEAYIOUINX CBOMCTB MEPCOHATBHBIX TaHHBIX:

— JIOCTYIHOCTHU TEPCOHAJBHBIX TAHHBIX JUIsl JIETAIbHBIX TMOJIb30BaTeNeh
(ycToitunBoro (pyHKIMOHUPOBAHUS WH(GOPMAIIMOHHONW CHUCTEMbI aJMUHUCTpPALIH
paiioHa, TpU KOTOPOM TIOJB30BATEId HMEIOT BO3MOXHOCTH IOJNyYEHUs
HEOOXOAMMBIX NEPCOHAIBHBIX JIaHHBIX W pEe3ylbTAaTOB pelIeHUs 3ajad 3a
npUeMIIEMOE ISl HUX Bpemsi);

— TIIEIOCTHOCTH W AyTeHTUYHOCTH  (TMOATBEpXKACHHE  aBTOPCTBA)
NEPCOHAIBHBIX JIAaHHBIX, XPAaHUMBIX U 00pabdaTbiBaeMbIX B HHGOPMAIIMOHHON
CUCTEeME aJMUHHUCTPAIH paiioHa U TIepeaBaeMoii 10 KaHajlaM CBSI3H,

— KOH(HUICHUUANbHOCTH - COXpPAaHEHHUs B TailHE OMNpeneNeHHOW YacTu
NEPCOHAIBHBIX JAHHBIX, XPAHUMBIX, 00paOaThHIBAEMBIX U TMEpPEIABAEMbBIX 10
KaHaJIaM CBSI3H.

Heobxonumslii YPOBEHb JOCTYITHOCTH, 1[€JIOCTHOCTH u
KOH(HUICHIINATHHOCTH NEPCOHAIBHBIX JTaHHBIX obecrieunBaeTcs
COOTBETCTBYIOIIUMHU MHOXKECTBY 3HAUUMBIX YTPO3 METOJIaMHU U CPEACTBAMHU.

3.3. OcHoOBHEBIE 3aJJa4u CHCTCMBbI obOecrieueHus 0e301acHOCTH
INCPCOHAJIBHBIX JaHHBIX.

JUis TOCTHXKEHHUsT OCHOBHOM ILI€JM 3alUThl U OOECIEYeHMs] YKa3aHHBIX
CBOWCTB TICPCOHANBHBIX JAHHBIX CHUCTeMa oOecredeHrus HWHPOPMAIMOHHOM
0€30MacHOCTH aIMUHUCTpPALMU paiioHa JOJDKHA obecreunBaTh 3¢ (HEKTUBHOE
pellieHne CIeAYoIuX 3a/1ay:

— CBOEBPEMEHHOE BBISBJICHHE, OIICHKA M TMPOTHO3UPOBAHHUE HCTOYHHKOB
yrpo3 WHPOPMAIMOHHON 0€30MaCHOCTH, MPUYMH U YCIOBUH, CIIOCOOCTBYIOIIMX
HaHeceHHWI0  ymiepba  3aWHTEPECOBaHHBIM  CYOBEKTaM  HMH()OPMAIMOHHBIX
OTHOIIIEHWH, HAPYIIEHUIO HOPMAaJIbHOTO (PYHKIMOHUPOBAHUS WH(POPMAITMOHHOMN
CUCTEMBbI a/IMUHUCTPALIUU paiioHa;

— CO3llaHMe MEXaHW3Ma OIEPAaTUBHOTO pEarnpoBaHWs Ha  YIPO3EI
6e3omacHocTH HH(GOPMALIMK U HETATUBHBIEC TEH/ICHIINU;

— CO3JlaHUE YCIIOBUH JUIsi MUHUMH3AIUU W JIOKAJIU3AlMM HAHOCHUMOTO
ymepba HENpaBOMEPHBIMU JEUCTBUAMU (U3MUECKUX W IOPUANYECKHX JIHII,
ocnabreHNe HETaTHBHOTO BIUSHUS W JUKBHUIALWSA TOCIEACTBUNA HaPYIICHUS
Oe3omacHoCTH HH(POPMAITUH;

— 3aM|Ty OT BMEMATeNbCTBA B Tporecc  (HYHKIIMOHUPOBAHHS
UH(POPMAIIMOHHON CUCTEMBI aIMUHHUCTPAIMH pailOHa MOCTOPOHHUX JIUIL (IOCTYII K



UH(GOPMAIIMOHHBIM pecypcaM JOJKHBI UMETh TOJIBKO 3aperuCTpUpPOBAHHBIE B
YCTAHOBJIEHHOM TOPSJIKE IOJIb30BATENN);

— pasrpaHuueHue JIOCTylla Mojb30oBaTelied K  HMH(OPMalMOHHBIM,
annapaTtHbIM, NPOrpaMMHBIM W HMHBIM pecypcam aJMUHHUCTpAllMU paioHa
(BO3MOXKHOCTh JOCTyHa TOJIBKO K TE€M pecypcaM M BBIIOJIHEHUS TOJBKO TeEX
onepalnuii ¢ HUMH, KOTOpble HEOOXOAMMBI KOHKPETHBIM IIOJb30BATENIAM IS
BBINIOJIHEHUSI CBOUX CIY)KEOHBIX OO0S3aHHOCTEW), TO €CTh 3alUTy OT
HECAaHKIIMOHUPOBAHHOIO JIOCTYTIA;

— obecrnieueHue ayTeHTU(UKAIMM TOJb30BaTENIEl, Y4YaCTBYIOUIMX B
UHPOPMAIITMOHHOM oOOMeHe (TOATBEPKACHUE TMOMIMHHOCTA OTMIPABUTENS |
nojiyyaTesns HHOpMalun);

— 3alUTy OT HECAHKIIMOHUPOBAHHOM MOJIU(DUKAIMK HCIOIb3YEMBbIX B
UHPOPMAIIMOHHON CcHCTEME aJIMHMHUCTPAIMM MPOTPAMMHBIX CPEICTB, a TaKXKe
3alIUTy CUCTEMBbl OT BHEAPEHUS HECAHKIMOHHPOBAHHBIX IPOrpaMM, BKIIIOYas
KOMITbIOTEPHBIE BUPYCHI;

— 3ammTy UH(OpPMAalWWd OrPAaHUYEHHOTO IMOJIb30BAHHUA OT YTEUKH IIO0
TEXHUYECKUM KaHallaM Ipu ee 00paboTKe, XpaHEHWU M Ieperaye Mo KaHajlam
CBA3U.

3.4. OCHOBHbIE MYTH PEIICHUS 3a/1a4 CUCTEMbI 3aIUTHI.

[TocTaBiieHHBIE OCHOBHBIE I1€JTH 3aIUTHI U PEIICHNUE TIEPEYUCICHHBIX BbIIIE
3a/1a4 JOCTUTAOTCA:

— CTpOTMM  YY€TOM  BCEX NOMJISKAIUX  3alllUTe  PECYpPCOB
WH()OPMAIIMOHHOM CHUCTEeMbl aJMUHUCTpaiuu (MHopManvu, 3aaa4, JOKYMEHTOB,
KaHaJIOB CBS3H, CEPBEPOB, aBTOMATU3UPOBAHHBIX PAOOUUX MECT);

— KypHaJIUPOBAHUEM JNEUCTBUN IIepCcoHaa, OCYILIECTBIISIOIIEr0
oOcnykuBaHWe ¥ MOAU(PUKAIUIO TMPOrPAMMHBIX M TEXHUUYECKHUX CPEACTB
WH(GOPMAITMIOHHON CUCTEMBI,

— TMIOJHOTOW, pPEAJIbHOM BBINOJIHUMOCTBIO M  HEMPOTUBOPEYUBOCTHIO
TpeOOBaHUN OpraHU3aIMOHHO-PACTIOPSAUTEIIBHBIX JTOKYMEHTOB aJIMHHUCTpAIUU
paiioHa 1Mo BompocaM obecrieueHrst 0€30MacHOCTH UHPOPMAIIHH;

— TIOJTOTOBKOM JOMKHOCTHBIX JHI] (COTPYIHHKOB), OTBETCTBEHHBIX 32
OpraHU3AIMI0 U OCYIIECTBICHUE MPAKTUYECKUX MEPONPUSITHI MO 00ECIICUEHUIO
0€30MacHOCTH MEPCOHANBHBIX JJAHHBIX U MPOIIECCOB X 00PaOOTKH;

— HAJCIICHMEM KaXJOro COTPyAHHMKA (MOJb30BATENsl) MHUHUMAIbHO
HEOOXOIUMBIMU JISl BBITIOJIHEHUSI UM CBOUX (DYHKIIMOHAIBHBIX 00s3aHHOCTEH
MOJTHOMOYUSAMH TIO JIOCTYNy K HH(DOPMAIMOHHBIM pecypcamM aaIMUHUCTpaIuu
paioHa;

— YETKUM 3HAHUEM U CTPOrUM COOJIIOACHUEM BCEMH IMOJIh30BaTEISIMU
UHGOPMAITIOHHOMN CHUCTEMBI aIMUHHUCTpALIUU parioHa TpeOOBaHMIA
OpraHU3alMOHHO-PACTIOPSIUTENBHBIX JIOKYMEHTOB IO BOMpPOCaM OOECIICUCHUS
0€30MacCHOCTH MEPCOHATBHBIX TaHHBIX;



— IMEPCOHAJBbHOM OTBETCTBEHHOCTBIO 32 CBOM JIEWCTBUA  KaXKJIOTO
COTPYJHHUKA, B paMKaX CBOMX ()YHKIIMOHAIbHBIX 00S3aHHOCTEN UMEIOIIEr0 HOCTYII
K UH()OpMAIMOHHBIM pecypcaM aIMUHUCTPAIIUU PaioHa;

— HENpPEepbIBHBIM MOJAEpKaHUEM HEO0OXOIUMOI'0 YpPOBHS 3aIUIIEHHOCTH
AIIEMEHTOB HH(POPMAITMOHHOUN CPEIbl AIMUHUACTPAIIUN PAOHA;

— TpUMEHEeHUuEeM (U3NYECKHX U TEXHUYECKUX (IIPOrpaMMHO-ANMapaTHHIX)
CPEACTB 3alllUThl PECYPCOB CUCTEMBbl M HEMPEPHIBHOM aIMUHUCTPATUBHOMN
MOJIJIEPKKOU MX HUCTIOIb30BaHUS,

— 9(pdekTuBHBIM  KOHTpOJIEM HajJ  COOJNIOJEHHEM  II0JIb30BaTEIIIMU
UH(POPMAIIMOHHBIX PECYpCOB aJIMHHHCTpAllUA TpeOOBaHUNW MO 00eCHeueHuro
6e3omacHocTH HH(DOpPMAITUY;

— IOPUIWYECKOW 3allUTOW MHTEPECOB AIMHUHUCTPALMM palioOHa IIpHU
B3aUMOJICHCTBUM C BHEIIHUMHM OpraHu3alusMu (CBS3aHHOM C OOMEHOM
NEePCOHANBHBIMU JIAHHBIMU) OT MPOTUBOIPABHBIX JEUCTBUM, KaK CO CTOPOHBI 3TUX
OpraHu3aldii, TaKk W OT HECAHKIMOHUPOBAHHBIX JACHCTBUN OOCIYKUBAIOIIETO
NepcoHasIa U TPEThUX JIUII.

4. OcHOBHbBIC IPUHIUIIBI IOCTPOEHUS CHCTEMBI 0€30IIACHOCTH
NEePCOHAIBHBIX JAHHBIX

[Toctpoenue cuctemsl, obecriedeHnsi 6€30MaCHOCTH MEPCOHATbHBIX JaHHBIX
aJIMHHUCTPAIIMA paiioHa, U €€ (PYHKIIMOHUPOBAHUE IOJDKHBI OCYIIECTBIATHCS B
COOTBETCTBHUH CO CIICAYIOIIMMU OCHOBHBIMH MTPUHITHIIAMHU:

— 3aKOHHOCTb;

— CHCTEMHOCTb;

— KOMIUIEKCHOCTb;

— HEMpepHIBHOCTD;

— CBOEBPEMEHHOCTb;

— TPEEeMCTBEHHOCTh ¥ HEMPEPHIBHOCTH COBEPIIICHCTBOBAHUS;

— pa3yMHasi JOCTaTOYHOCTh (AKOHOMMYECKAs 11eJIECO00Pa3HOCTB);

— TIepCOHANbHAsl OTBETCTBEHHOCTD;

— MUHUAMH3AIMS TTOJTHOMOYHIA,

— HCKJIIOYEHHE KOH(IIMKTA UHTEPECOB;

— B3aWMOJICHCTBHE U COTPYIHUYECTBO;

— THUOKOCTH CHCTEMBI 3aIUTHI;

— OTKPBITOCTH aJITOPUTMOB U MEXAHU3MOB 3aILUTHI;

— TPOCTOTA MPUMEHEHUS CPEICTB 3aIIUTHI;

— 00OCHOBaHHOCTb M TEXHUYECKAs peaTn3yeMOCTh;

— CHenuamu3anys u MpoPecCuOHATHI3M;

— 0043aTeIbHOCTh KOHTPOJIS.



4.1. 3aKOHHOCTb.

[Ipenmonaraer OCYIIECTBICHUE 3aIIUTHBIX MEPONPUATHH H pa3padOTKy
CHUCTEeMBbl O€30MacHOCTH TIePCOHAJIBHBIX JaHHBIX QJIMUHUCTpAllMM palioHa B
COOTBETCTBUHM C JICUCTBYIOIIUM 3aKOHOJATEIIbCTBOM B O0JAcTH  3alllUTHI
NEePCOHANBHBIX JIAHHBIX, a TakKKe JPYruX 3aKOHOAATEIbHBIX aKTOB IO
6e3onacHoctu uHpopmanuu PD, ¢ npuMeHeHHEM BCeX J03BOJICHHBIX METOJIOB
OOHapY>KCHHSI W TIPECEUCHHS MPaBOHAPYIIEHUN Tpu paboTe C TMEPCOHATHHBIMU
naHHbIMU. [IpuHSATBEIE Mephl 0€30MaCHOCTH TMEPCOHAJIBHBIX JIAHHBIX HE JIOJDKHBI
NPETSITCTBOBATh JIOCTYITY TPAaBOOXPAHUTEILHBIX OPraHOB B MPETYCMOTPEHHBIX
3aKOHO/IATEIHCTBOM CITyJasiX.

Bce monb3oBaTenu MHQOPMALMOHHOM CHCTEMBl AJIMHUHHCTpPALMU pailoHa
JTOJDKHBI MMETh IPEJCTaBIICHHE 00 OTBETCTBECHHOCTH 3a IIPABOHAPYIICHHS B
obyactu 06pabOTKH MEPCOHAIBHBIX JIAHHBIX.

4.2. CUCTEMHOCTD.

CucTeMHBIA IMOAXO0J K TOCTPOCHUIO CHCTEMbI 3allUThl WH(OpMAIHUU B
aIMUHUCTPAIIMA  paiioHa  MpeArojaracT ydeT BCEX  B3aUMOCBS3aHHBIX,
B3aMMOJICHCTBYIOIMNX W HW3MEHSIONUXCS BO BPEMEHHU DJIEMEHTOB, YCJIOBUH M
(GakTOpOB, 3HAYUMBIX I TOHHUMAaHHUA W PEIICHUS TPOOJIEeMbI 00eCIICUCHHUS
0€30MaCHOCTH MEPCOHATBHBIX TaHHBIX.

[Ipy co3maHMM CHCTEMBI 3allUTHI JOJDKHBI YYHTHIBATHCS BCE cCilaOble U
HauOoJee yA3BUMbIC MeCTa HHPOPMAIIMOHHON CUCTEMbI aJIMUHUCTPAIIUN paiioHa ,
a TakKe XapakTep, BO3MOKHBIC 00BEKTHI U HAIPABJICHHUS aTaK Ha HEE CO CTOPOHBI
Hapymurene (0COOEHHO BBICOKOKBATH(HUIIMPOBAHHBIX  3JIOYMBIIUICHHUKOB).
Cuctema 3amMTBl JOJKHA CTPOUTHCS C YYETOM HE TOJIBKO BCEX H3BECTHBIX
KaHAJIOB NMPOHUKHOBEHUS W HECAHKIIMOHUPOBAHHOT'O JOCTYyIA K WH()OpMAIHH, HO
¥ C YYETOM BO3MOJKHOCTH TOSIBIICHHSI PUHIIUITHAILHO HOBBIX MyTEH pean3ariiu
yrpo3 6e30MacHOCTH.

4.3. KoMIUIEKCHOCTb.

KoMIuiekcHoe UCoab30BaHNE METOAOB U CPENICTB 3aIUThl KOMIIBIOTEPHBIX
CUCTEM IPEIIIOJIAracT COIVIACOBAHHOE IIPUMEHEHUE PAa3HOPOAHBIX CPEACTB IIPU
NOCTPOEHUU LIETOCTHOW CUCTEMBI 3allUThI, MEPEKPHIBAIOIIEH BCE CYIIECTBEHHBIE
(3HaUMMBIE) KaHaJIbl peau3allii yrpo3 U HE cofeprKallen ci1adblX MECT Ha CThIKaX
OTJENBHBIX €€ KOMIIOHEHTOB. 3alluTa JODKHA CTPOUTBHCSA DIICIIOHUPOBAHO.
Buemnas 3amura  gopkHa  oOecreuuBaThbeAd  (PUBMYECKMMHU  CPEACTBAMU,
OpraHU3alOHHBIMU U MIPABOBBIMU MEpaMH.

4.4. HenpepblBHOCTD 3aIIMTHI.

Obecnieuenne  0€30MACHOCTH  TEPCOHANBHBIX  JAHHBIX -  TPOIIECC,
OCYIIECTBIISIEMBbIA PYKOBOACTBOM aIMHHUCTPALMU pailoHa, aAMHHHACTPATOPOM
0e3omacHOCTH MH(OPMAIIMOHHOW CUCTEMBI U COTPYJHUKAMH BCEX YPOBHEU. DTO
HE TOJBKO U HE CTOJBKO MpOLEAypa WIHM MOJIUTHKA, KOTOpas OCYLIECTBIISIETCS B
OTIpeNeTICHHBIA OTPE30K BPEMEHM WM COBOKYITHOCTH CPEICTB 3aIHTHI, CKOIBHKO
OpOIECC, KOTOPBIM JOMKEH TOCTOSHHO MIATH Ha BCEX YPOBHAX BHYTPHU



AAMUHUCTPALIMM W KaXAbIH COTPYAHUK aJMHHHUCTPALMU JOJKEH MPUHUMATH
ydacThe B 3TOM mporecce. JlearenbHocTs 1o obecneueHno WHGOPMAIMOHHON
0€30MacHOCTH  SIBISIETCA  COCTAaBHOM YAacThlO IOBCEAHEBHOW JIE€ATEIBbHOCTH
agmMuHucTpand. M ee 3(Q(EKTUBHOCTH 3aBUCUT OT Yy4acTHUs pPYKOBOJACTBA
aIMUHUCTpAallMi palioHa B oOecniedeHnH WH(POPMAIMOHHOW 0e30MacHOCTH
NEPCOHAJBHBIX JAHHBIX.

Kpome Toro, GOJIbIIMHCTBY (PU3NYECKUX U TEXHUUYECKUX CPEICTB 3aLIUTHI
s 3(PQPEKTUBHOTO BBIIOJHEHUS CBOMX (QYHKIUI HeoOXoauMma IOCTOSHHAs
OpraHu3alvoHHas (aJMUHUCTpPATUBHAsA) MOJAEpPKKA (CBOEBpEMEHHAass CMEHAa U
o0ecrieueHMe NPaBWIBHOTO XpaHEHWsT U MNPUMEHEHHs HMEH, HapoJieH,
nepeorpeiesieHue nojHoMounid U T.10.). llepepbiBbl B paboTe CpelcTB 3allMThl
MOTYT OBITh HCIOJb30BaHbl 3JOYMBIIUICHHUKAMH MJI aHAIW3a MPUMEHIEMbIX
METOZI0OB W CPEACTB 3alllUThl, JJsl BHEAPEHUs CIEUUAIbHBIX HPOrPaMMHBIX U
aIapaTHbIX "3aKIa0K" ¥ APYTUX CPEICTB IPEOIOIEHUS 3aIUTHI.

4.5. CBOEBpPEMEHHOCTD.

[Ipeanonaraer ynpexaaromuil xapaktep mep obOecreyeHus: 0€30MacHOCTH
NEPCOHAIBHBIX JIAHHBIX, TO €CTh MOCTAHOBKY 3aJad [0 KOMIUIEKCHOHM 3aIuTe
NEPCOHANBHBIX JAaHHBIX M pealn3aluio Mep oOecnedeHus 0e30IacHOCTH
NEPCOHAIBHBIX JIaHHBIX HA pAHHUX CTagusAX pa3padOTKU HH(OPMALUOHHBIX
CUCTEM B LIEJIOM U UX CUCTEM 3aLIUTHI, B YACTHOCTH.

Pa3paboTka cucTeMbl 3alIUTHI JIOJIKHA BECTHCH MapajluIeNIbHO ¢ pa3paboTKoi
U Pa3BUTHEM CaMOHW 3amuIaeMoil WHGOPMAIMOHHONW CUCTEMBI. DTO IO3BOJUT
y4ecTb TpeOOBaHUs O€30MaCHOCTH NpPH MNPOEKTUPOBAHUM aApXUTEKTYpbl U, B
KOHEYHOM CYeTe, co3/1aTh 0osee 3(hPpekTuBHbIE (KaK MO 3aTpaTaM PeECypcoB, Tak U
[0 CTOMKOCTH) CUCTEMBI, 00J1a/1a10I11e TOCTATOYHBIM YPOBHEM 3aIIHUIIEHHOCTH.

4.6. IIpeeMCTBEHHOCTh U COBEPIIICHCTBOBAHUE.

[Ipenmonaraer mMOCTOSHHOE COBEPIICHCTBOBAHWE MEP M CPEIACTB 3aLUTHI
IIEPCOHAIBHBIX JAHHBIX HA OCHOBE IIPEEMCTBEHHOCTH OpraHU3ALMOHHBIX U
TEXHUYECKUX PEIIeHUH, KaJpoBOr0 COCTaBa, aHanu3a (YHKIHOHUPOBAHUS
MH(POPMAIIMOHHON CHUCTEMBl aJMMHUCTpALlMM PailOoHA U CUCTEMBI €€ 3aILUTHI C
y4eTOM M3MEHEHM B MeETOoJaXx W CpelIcTBax IepexBara HH(opMmaluu,
HOPMAaTHBHBIX TpeOOBaHUI MO 3alIUTe, JOCTUTHYTOIO OTEUYECTBEHHOTO U
3apyOeKHOr0 OIbITa B 3TOIM 00J1acTH.

4.7. PazymHasi JOCTaTOYHOCTh (3KOHOMUYECKAS 11€JIECO00Pa3HOCTB).

[Ipenmonaraer COOTBETCTBUE YPOBHS 3aTpaT Ha obecrneueHrue 6€30MacHOCTH
NEPCOHANBHBIX JIAHHBIX IIEHHOCTH HWH(POPMAIIMOHHBIX PECYPCOB U BEIUYUHE
BO3MOKHOI'0O yiepOa OT HMX pasrJallleHus, YTpaTbl, YT€UKH, YHHUYTOXKEHHS U
uckaxxenus. HMcmonbzyemble Mepbl U cpeAcTBa oOecreueHuss O0e30MacHOCTH
MH(OPMAIIMOHHBIX PECYpPCOB HE JOJDKHBI 3aMETHO YXYIIATh 3PTOHOMUYECKUE
nokasarenu padoThl KOMIIOHEHTOB HH(POPMAIIMOHHON CHUCTEMbI aMUHUCTpAIlUU
padiona.  Mznumiaue  Mepbl  0€30MAaCHOCTH,  IMOMHUMO  DYKOHOMHYECKOM
Hed(P(HEKTUBHOCTH, MPUBOST K YTOMJICHHUIO U Pa3IpaKEHUIO MepCOHAIa.



Coznath aOCOJIOTHO HEMPEOJOIUMYI0 CHCTEMY 3allUThl MPUHLIMITHAIBHO
HeBO3MOXKHO. [loka mepcoHanmpHblEe JaHHBIE HAXONATCA B OOpallleHuw,
NPUHUMAEMBbIE MEpPbl MOTYT TOJBKO CHU3UTh BEPOATHOCTh HETaTHBHBIX
BO3JICUCTBUN WM yilep0 OT HUX, HO HE HUCKIIOUUTh HX MOTHOCTHIO. [lpu
JOCTaTOYHOM KOJMYECTBE BPEMEHU U CPEJCTB BO3MOXKHO NPEOAOJIETH JIIOOYIO
3amury. IloaTOMy HMeeT CcMbICI paccMaTpuBaTh HEKOTOPBIM MpUEMIIEMbIN
ypOBEHb oOecrieueHus Oe3omacHOCTH. BricokordpekTuBHAsS cucTeMa 3alluThl
CTOUT JOPOr0, UCIOJIb3YET MPHU paboTe CYIIECTBEHHYIO YaCTh PECYPCOB U MOXKET
CO3/1aBaTh OIYTUMBbIE JIOMOJHHUTENbHBIE HEYN00CTBAa MOJIb30BaTENsIM. BaxkHO
NPAaBWIBHO BBIOpPATh TOT JOCTATOYHBIN YpOBEHB 3aIIUTHI, IPU KOTOPOM 3aTpPaThI,
PHUCK U pa3Mep BO3MOXKHOIO yuiep0a Obud Obl IPUEMIIEMBIMH.

4.8. TlepconanbHasi OTBETCTBEHHOCTb.

[Ipennonaraer  BO3JOXKEHUE  OTBETCTBEHHOCTM  3a  OOecredeHue
0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX W CHUCTEMBl MX OOpaOOTKH Ha KaKJIOro
COTpYAHHMKA B IpPEIesax €ro NOJHOMOYMU. B COOTBETCTBUHM C 3THUM NPHUHIUIIOM
pacnpeneneHue mpaB U O0A3aHHOCTEM COTPYAHUKOB CTPOUTCA TaKUM 00pa3om,
9TOOBI B cilydae JiIo00ro HapylIeHus Kpyr BUHOBHUKOB OBLIT YE€TKO M3BECTEH HIIU
CBEJICH K MUHUMYMY.

4.9. MunruMU3aLUs TOJTHOMOYUIA.

O3HauvaeT npenocTaBiIECHUE MMOJIb30BATENSIM MUHUMAJIIBHBIX MPaB JIOCTYyIA B
COOTBETCTBUM CO CIIy’)kKeOHOM HeoOXxoaumocThio. JlocTyn K MepCcOHaIbHBIM
JAHHBIM JOJDKEH NPEIOCTAaBIATHCA TOJBKO B TOM CIydae U OOBEME, €CIIH 3TO
HEOO0XOAMMO COTPYJHUKY JIJISl BBINOJIHEHHUS €r0 JOKHOCTHBIX 00sI3aHHOCTEN.

4.10. HckmoueHue KOHGIUKTAa UHTEPECOB (pa3aeneHue GyHKITHA).

O¢ddextuBHas cuctema obecreueHuss HWHPOpPMAIMOHHOW O€30MacHOCTH
IpeanonaraeT 4eTKOoe pasleleHne OO0s3aHHOCTEH COTPYIHHUKOB U HCKIIIOUEHUE
CUTyanmii, korma cdepa OTBETCTBEHHOCTH COTPYIHUKOB JOIMYCKAaeT KOH(MIUKT
uHTepecoB. Cdepbl MOTCHIHMATBHBIX KOH(JIHUKTOB JODKHBI  BBISBIISATHCS,
MUHUMHU3UPOBATHCS, W HAXOIWUTCS TIIOJ CTPOTUM HE3aBUCHMBIM KOHTPOJIEM.
Peanuzanmst gaHHOrO NpHHIMIA TPEANoiaraeT, 4yTo HE OJIMH COTPYIHUK HE
JOJKEH WMETh ITOJTHOMOYHH, TO3BOJIIONIMX €MY CIWHOJIMYHO OCYIIECTBIATH
BBITIOJTHEHNE KPUTUYHBIX omepanuii. HaxeneHue cOTpyAHUKOB MOJTHOMOYHSIMU,
TIOPOXKIAIOIIMMH KOH(MIMKT MHTEPECOB, AA€T €My BO3MOXXHOCTH TOATACOBHIBATH
UHPOPMAITMIO B KOPBICTHBIX IENSX WIM C TE€M, YTOOBI CKPBITH MPOOJIEMBI WIIH
MOHECCHHBIC YOBITKU. JIJIsl CHUKEHUSI pUCKA MAHUITYJIMPOBAHUS TIEPCOHATBHBIMU
JAHHBIMA W PHUCKA XUIICHWS, TAKWE TOJHOMOYHUS JOJDKHBI B MaKCHUMAaJIbHO
BO3MOXXHOW CTETEHW OBITh pa3elieHbl MEXKAY Pa3IUYHBIMU COTPYAHUKAMH WU
NoJpa3AeTCHUSIMI  aJMUHHCTpanuu  paiiona.  HeobxomuMo  MpOBOAUTH
NEPUOJUYCCKAE  TPOBEPKH  OOs3aHHOCTEHW, (YHKOMH ©  JEATeIbHOCTH
COTPYIHUKOB, BBITIOJHSIONMIUX KItOUEBbIe (DYHKIIMHU, C TEM, YTOOBI OHU HE UMEIH
BO3MOXHOCTH CKpBIBaTh COBEPIICHHE HEMpPaBOMEPHBIX acicTBuii. Kpome Toro,
HEOOXOIMMO MPUHUMATH CHEIUATBHBIE MEPHI MO0 HEIOMYIICHUIO CTOBOPA MEXKIY
COTPYIHUKAMHU.



4.11. B3aumojelcTBUE U COTPYIHUYECTBO.

[Ipenmonaraer co3maHue OIAronpuATHONM aTMocdepbl B  KOJUIEKTHBE
aJMMHUCTpAalMK paiioHa. B Takoll 00CTaHOBKE COTPYAHMKH JIOJKHBI OCO3HAHHO
cOOJII0JIaTh YCTAHOBJICHHBIE NPAaBWJIA M OKAa3bIBaTh COJEUCTBHUE JIE€STEIbHOCTH
aJIMMHHCTpaTopa 0e30macHOCTH HH(OPMALMOHHOW CHUCTEMBbl IEPCOHAIBHBIX
JAHHBIX.

BaxupiM 3nemeHTOM 3(()EKTHBHON cHCTEMBI OOecTieueHus: 0e30macHOCTH
IIEPCOHAIBHBIX JAHHBIX B aJIMMHHUCTPALIMA palioOHa SIBISAETCS BBICOKAS KYyJIbTypa
pabotel ¢ wuHpopMauuend. PyKoBOACTBO aJIMHUHHUCTpAlMU palioHAa HECEeT
OTBETCTBEHHOCTh 3a CTPOroe COOJIIOJIEHHE S3TUYECKUX HOPM M CTaHIapTOB
npodeCCHOHATBLHON  JeATEIbHOCTH, TMOJYEPKUBAIONIEH W JEMOHCTpPUPYIOLIEH
IEpCOHAly Ha BCEX YPOBHSAX BaXHOCTh oObOecrneueHus: HUH(OOPMALUOHHON
0e30MacHOCTH  aJIMMHUCTpallMU. Bce coTpynHUKM aJAMMHHUCTpalMM paiioHa
JOJDKHBI TTOHMMAaTh CBOKO pOJIb B IIpolecce oOecrneyeHuss WHGOpMaIMOHHON
0e30MacHOCTH M NMPUHMMATh y4yacTHe B 3TOM Ipouecce. HecMorps Ha TO, UTO
BbICOKasi  KyJibTypa oOecreueHuss HUHDOpMAMOHHOM  O€30MacHOCTU  HE
rapaHTUPyEeT aBTOMATHYECKOIO JOCTHMIKEHUS IEeJIei, €€ OTCYTCTBHE CO3JaeT
Oonbllle BO3MOXHOCTEH [UIsl HapylIeHHs O€30MacHOCTH WIM He OOHapyXEHUs
(akTOB €€ HapyLIEHUS.

4.12. I'nOKOCTH CUCTEMBI 3aIUTHI.

Cuctema obOecneyeHuss HMHGOPMAIMOHHON OE30MAaCHOCTH JOKHA OBITh
Croco0Ha pearupoBaTh Ha U3MEHEHHUSI BHEITHEW CPEJIbI U YCIOBHM OCYIIECTBICHHUS
aJIMUHHUCTpAIIMC paloHa CBOEW JEATEIbHOCTH. B 4YHCIIO Takux W3MEHEHUM
BXOJISIT:

— W3MEHEHMS OPraHU3allMOHHOW W IITAaTHOW CTPYKTYPbl aJIMUHUCTpAIUU
paioHa;

— U3MEHEHHE CYIIECTBYIOIIUX WM BHEAPEHHUE MNPUHITUIIMAIBHO HOBBIX
UH(GOPMAITMOHHBIX CHCTEM;

— HOBBIE€ TEXHUYECKUE CPE/ICTBA.

CBoiicTBO ~ TMOKOCTM  CUCTeMbl  oOecrieueHuss  HMHQPOPMAIMOHHOM
Oe3omacHOCTH U30aBIET B TAKUX CHTYAIUAX OT HEOOXOJWMOCTH TPUHATHS
KapJIMHAJILHBIX MEp IO TTOJIHOM 3aMEHE CPEJICTB U METOOB 3aIlIUThl HA HOBBIE, YTO
CHIDKAET €€ OOIIYI0 CTOMMOCTb.

4.13. OTKpBITOCTH AITOPUTMOB U MEXaHU3MOB 3aIlIUTHI.

CyTb NpUHIMIIA OTKPHITOCTH aJITOPUTMOB U MEXAHU3MOB 3aIIUThI COCTOUT B
TOM, 4YTO 3alluTa HE JOHKHAa OOECIEeYMBATHCS TOJIBKO 3a CUET CEKPETHOCTHU
CTPYKTYPHOWM OpraHu3alydd U aJIroputMoB (YHKIIMOHUPOBAHUS €€ IOJCHUCTEM.
3HaHNE AITOPUTMOB PAOOTHI CHCTEMBI 3aIUTHI HE JOKHO JaBaTh BO3MOXXHOCTH
ee mpeojioyieHns (1axke apTopam). ITO, OJIHAKO, HE O3HAYAeT, 4To uHpopmarus 06
UCIIOJIb3YEMbIX CUCTEMAaX U MEXaHU3MaX 3allUThI I0JKHA ObITh OOIIEI0CTYITHA.

4.14. TlpocToTa NpUMEHEHHUS CPEJICTB 3AILUTHI.

MexaHu3Mbl U METOAbI 3aIllUThlI JOJXKHBI OBITH HHTYUTHUBHO IIOHATHBI H
ITPOCTHI B UCITOJIb30OBAHUM. HpI/IMCHeHI/IC CpCaACTB U MCTOJOB 3allIUTHLI HC OOJIZKHO



OBITh CBSI3aHO CO 3HAHHUEM CIEIUATbHBIX S3bIKOB WJIM C BBITIOJIHEHUEM JICHCTBUH,
TpeOYIOMNX 3HAYUTENBHBIX JOMOTHUTENBHBIX TPYA03aTpaT Mpu OOBIYHON paboTe
3aperuCTPUPOBAHHBIX TOJIb30BATENCH, a TakXkKe He JOJDKHO TpeOoBaTh OT
MOJIb30BATENS BBIITOJIHEHNS! PYTUHHBIX MAJIOMIOHITHBIX €EMY OIEpaLHil.

4.15. O60CHOBAaHHOCTH M TEXHUYECKAS PEATU3YEMOCTbD.

HNupopMainoHHbIle TEXHOJOTHH, TEXHUYECKHE U MPOrpaMMHBIE CPENCTBa,
CPEICTBA U MEPHI 3aIUTHI IEPCOHATBHBIX JAHHBIX JTOJKHBI OBITh PEaTM30BaHbI HA
COBPEMEHHOM YPOBHE Pa3BHTHSI HAyKH M TEXHHKH, OOOCHOBAHBI C TOYKH 3PEHUS
JOCTH)KCHHS 3aJaHHOTO YPOBHSI 0€30MacHOCTH MH(POpPMAIMU W SKOHOMHUYECKON
eJIECO00Pa3HOCTH, a TAKXKE JOJKHBI COOTBETCTBOBATH YCTAHOBJIECHHBIM HOpMaM U
TpeOOBaHUSIM MO OE30MaCHOCTH MEPCOHANBHBIX TAHHBIX.

4.16. Cnernuanuzamus 1 MpodheCcCHOHAIN3M.

[Ipennonaraer npuBiiedeHHE K pa3pabOTKE CPEACTB U pealu3alud Mep
3aIUTHl MEPCOHANBHBIX JAHHBIX CIEHMATH3UPOBAHHBIX OpraHu3aIuii, Hanboiee
HNOJATrOTOBJIEHHBIX K KOHKPETHOMY BHIY JEATEIBHOCTH MO O00ECIEeUeHHIO
0e30macHOCTH MH(OPMAIMOHHBIX PECYPCOB, HMEIOIIMX OMbIT MPaKTUYECKON
paboThl U TOCYJaPCTBEHHYIO JIMIICH3UIO Ha MPAaBO OKa3aHUs YCIYT B 3TOM 00JaCTH.
Peanuzanus aqMUHHUCTPATUBHBIX MEp M AKCIUTyaTallusl CPENCTB 3alUThI JOJDKHA
OCYIIECTBIATHCS ~ MPO(ECCHOHATBHO  MOJATOTOBJICHHBIMH  CHEIHAIMCTAMU
aJIMMHUCTpAllMA paiioHa (aAMHUHHUCTPATOPOM O€30MacHOCTH HH(POPMAIMOHHON
CUCTEMBI TIEPCOHATLHBIX JaHHBIX).

4.17. OO6s3aTeIbHOCTH KOHTPOJIS.

[Ipeamnonaraer 00sA3aTENbHOCT W CBOEBPEMEHHOCTH  BBIABICHHUS U
NPECeUCHUs TIOTMBITOK HAPYIIEHUS YCTAHOBJIEHHBIX TMPABWI, OOECIICUCHHS
0€30MacHOCTH TIEPCOHANBHBIX JaHHBIX, Ha OCHOBE HCIIOIb3YEMbIX CHUCTEM U
CPEJICTB 3alUThI IEPCOHATLHBIX JTAaHHBIX, P COBEPIICHCTBOBAHUM KPUTEPHEB U
METOJI0B OIIEHKU 3(P(HEKTUBHOCTH ITUX CUCTEM H CPENICTB.

KoHTponps 3a AesTenbHOCTBIO JIIOOOr0 TMOJB30BaTeNs, KaXIO0ro CpelcTBa
3alUTHl ¥ B OTHOIICHUHU JIFOOOTO OOBEKTA 3alUTHI JOJDKEH OCYIIECTBIISATHCS Ha
OCHOBE NMPUMEHEHHUS CPEJCTB OMEPATUBHOTO KOHTPOJISI M PETUCTPAIIMU U JODKEH
OXBaThIBaTh KaK HECAHKIMOHMUPOBAHHBIC, TaK W CAHKIIMOHUPOBAHHBIC ICHUCTBUS
IIOJIb30BATEIIEH.

Kpome Ttoro, »ddexruBHas cuctema obOecneueHus HWHGPOPMAIMOHHON
6e3omacHOCTH TpeOyeT HaIMuus aleKBaTHOM M BceoObeMITIonlel nHpopManuu o
TEKYIIEM COCTOSHMHM TIPOIIECCOB, CBS3aHHBIX C JIBIDKCHHEM WHGOpMAIMU U
CBEICHHI O COOJIIOJICHUU YCTAaHOBJICHHBIX HOPMATHUBHBIX TpEOOBaHUMU, a Takxke
JOTIOJTHUTENIbHOW MH(GOPMAIlUKM, MMEIOIIEH OTHOUIEHHE K MPUHATUIO PEUICHUU.
Nudopmanus 1okHa ObITh HAJEKHOM, CBOEBPEMEHHOM, TOCTYITHON U MPaBHIIbHO
0(pOpMIICHHOM.

Henocratku cuctembl oOecnieueHus WHGOPMAIIMOHHONW 0O€30MacHOCTH,
BBISIBJICHHBIC COTPYIHUKAMHU aIMUHHUCTPAIMHM JTODKHBI HEMEICHHO JTOBOJMTHCS
JI0 CBEICHUS TJaBbl AAMUHUCTPAIIMM W OINEPaTUBHO YCTPaHATHCS. Bompocsl,
KOTOpbIE  KaXyTCS  HE3HAUMTENbHBIMH, KOTJa  OTJEIbHBIE  IPOLIECCHI



paccMaTpHUBarOTCS M30JUMPOBAHHO, IMPU PACCMOTPEHUMU WX HApSALy C APYTrUMH
acCIleKTaMU MOTYT YKa3aTb Ha OTPULATEIbHbBIEC TCHACHIMY, TPO3AIINE IIEPEPACTH B
KPYITHbIE HEJJOCTATKH, €CJIM OHU HE OYIyT CBOEBPEMEHHO YCTPaHEHHBI.

5. Mepsbl, MeTOABI U CPEACTBA O0ecneYeHus1 TpedyeMoro ypoBHs
3alUThI HH(POPMALIMOHHBIX PECYPCOB

5.1. Mepsi obecnieueHust UHPOPMAITMOHHON O€30MaCHOCTH

Bce wMepol oOecneuenus 0Oe30macHOCTH HMH(POPMAIMOHHON CHCTEMBI
aJIMMHHUCTpPALIMY pailoHa IOAPA3AEIAI0TCA Ha!

— TIpaBOBBIC (3aKOHO/IATENBHEIC),

— MOpaIbHO-3TUYECKHUE;

— TEXHOJOTHYECKHUE;

— OpraHu3alMOHHbIE (aIMUHUCTPATHUBHBIE);

— (usnueckue;

— TEXHUYECKHE (ammapaTypHble U IPOrPAMMHBIE).

5.1.1. 3akoHomarenbHbIE (MPABOBHIE) MEPHI 3AIUTHI.

K npaBoBbIM MepaM 3alIuThl OTHOCSATCS AEHCTBYIOIIME B CTPAHE 3aKOHBI,
yKa3bl U HOpPMAaTHBHBIE AaKThl, PErVIAMEHTUPYIOLIUE TMpaBuia OOpalieHus ¢
NEPCOHAJIBHBIMM JITaHHBIMM, 3aKPEIUISIONINE MpaBa U OOA3aHHOCTH YYaCTHHKOB
UH(OPMAIIMOHHBIX OTHOUIEHUWH B IpoLecce X oOpabOTKH M HCIOJb30BaHUS, a
TAaKK€ YCTAaHABJIMBAIOIIME OTBETCTBEHHOCTh 34 HAPYIIECHUS JTUX IPaBUIL
[IpaBoBbIE MEpHI 3aIIUTHI HOCAT B OCHOBHOM YIIPEXIAIOIMIHMI, TPOPUIaKTUUECKUI
XapakTep U TPeOYIOT MOCTOSIHHON Pa3bsCHUTEIBHON paboThl C MOIb30BATEISIMU U
00CIIY’KMBAIOIIUM MEPCOHAIOM HH()POPMALIMOHHOW CHCTEMbI aJMUHHCTpALUU
paiioHa.

5.1.2. MopanbHO-3THUECKUE MEPHI 3aIUTHI.

K MopanbHO-3THYECKMM MepaM OTHOCSITCS HOPMBI TOBEIEHUS, KOTOPBIE
TPaJAMLMOHHO CIOXWINCh WIH CKJIQJbIBAIOTCS 10 MEpE pacupoCTpaHEHUs
UH(GOPMAIIMOHHBIX TEXHOJOTUM B 00IIecTBe. DTH HOPMBbI OOJBIIEH YacThIO HE
ABIISIFOTCSL 00s13aTENbHBIMM, KaK 3aKOHOJATENbHO YTBEPKJIEHHbIE HOPMATHUBHBIE
aKThl, OJHAKO, UX HECOOJIOJCHHE MOXKET IMPUBECTH K MaJCHUI0 aBTOPUTETA,
NpecTH)XKa YeJIoBEeKa, TPYMIbl JUI WO aIMUHUCTpaluu B IeioM. MopaiibHO-
ATUYECKHE HOPMBI OBIBAIOT KaK HEMUCaHble, TaK U TMHCaHbIE, TO €CTh
oopMIIeHHBIE B HEKOTOPBII CBOJI (YCTaB) NMpaBWJI WM NpeAanucanuii. MopaibHO-
ATUYECKUE MEPHI 3AIIUTHI ABJIAIOTCS MPOPUIAKTUIECKUMHU U TPEOYIOT NOCTOSHHON
paboTHI MO CO3JaHMIO 3J0POBOI'0 MOPAIBHOIO KJIUMaTa B KOJUIEKTHBE.

5.1.3. TexHomoruueckne Mephl 3alTUTHI.

K manHOMYy BHIy Mep 3alIMTBl OTHOCSTCS Pa3HOTO PO/a TEXHOJOTUYECKUE
pelIcHWsT W TPHUEMBI, OCHOBAaHHBIC HAa MCIIOJb30BAaHUU HEKOTOPHIX BHJIOB
U30BITOYHOCTH (CTPYKTYPHOU, (HYHKIIMOHATHHOU, WH(DOPMAIMOHHON, BPEMEHHOM
W T.J.) H HampaBJieHHbIC Ha YMCHBIICHHE BO3MOXXHOCTH COBEPIICHUS



COTPpYJIHUKAMHU OIIMOOK W HApyIICHUH B paMKaxX MPEJIOCTABICHHBIX UM IpaB U
IOJITHOMOY U,

5.1.4. OpranuzanoHHbIe (A IMUHUCTPATUBHBIE) MEPHI 3AIUTHI.

Opranu3anMoHHble (aJMUHUCTPATUBHBIE) MEPBI 3alUTBl - 3TO MEpHI
OpraHU3alOHHOr O Xapaxkrepa, perilaMeHTUpyronme IIPOLIECCHI
(YHKIMOHUPOBAHMS CUCTEMBI 00PAOOTKU NMEPCOHANIBHBIX TAHHBIX, UCIIOJIb30BAHHE
€€ PpEecypcoB, NEATEIbHOCTh OOCITYXHBAIOIIETO TMEpPCOHANa, a TaKXKe MOPAIOK
B3aMMOJICUCTBUS IIOJB30BAaTENE C€ CHCTEMOM TakuM oOOpa3oM, 4TOOBI B
HauOOJbUIEH CTENEeHU 3aTPYJHUTh WIM HUCKIIOUUTHh BO3MOXKHOCTh pealn3aluu
yrpo3 0€30NaCHOCTH WK CHU3UTh pa3Mep MOTEPh B Cllydae UX peaiu3aliuu.

5.2. ®opMuUpOBaHUE NOJUTUKHU 0€30MaCHOCTH.

['maBHasi 1menb agMUHHUCTPATUBHBIX MeEp, MPEANPUHUMACMBIX Ha BBICIIEM
yIPAaBICHYECKOM YPOBHE - CcPOpPMHUpOBATH MOJMUTUKY B 00JacTH OOecreyeHus
0€30MacHOCTH TEPCOHANBHBIX JAHHBIX (OTPAXKAIONMIYI0 TOAXOABl K 3alluTe
NEePCOHATBHBIX JAHHBIX) U O0ECIIEUNTh €€ BBIMOJTHEHUE, BBIACISIS HEOOXOIUMBIE
peCYpChl M KOHTPOJIUPYS COCTOSTHHE JIE.

C mnpakTUYECKOM TOYKM 3pEHHs NOJUTUKY B 00JIacTH oOecreyeHus
0€30MacHOCTH MEPCOHANBHBIX JAHHBIX B aJIMUHUCTpAIlMU pailoHa 11e1ecoo0pa3Ho
pa3ouTh Ha 7Ba ypoBHsi. K BepxHEMY ypOBHIO OTHOCSITCSI pPEUICHUS PYKOBOJICTBA,
3aTparuBaroIiue NeATeIbHOCTh AIMUHUCTpAMK B 1enoM. [lonmuThka BepXHETo
YPOBHS JOJDKHA YETKO OYepPTUTh cdepy BIUSHUA W OrPAHHYCHUS IIPHU
OTIPEICIICHHUH TIeJIe O€30MacHOCTH MEPCOHATBHBIX JTAHHBIX, ONMPEACIUTh KaKUMHU
pecypcamMu (MaTepHalibHbIE, CTPYKTYpHbIE, OpraHU3allMOHHBIE) OHU OyAyT
JOCTUTHYTHI, U HAWTH Pa3yMHBIH KOMIIPOMHUCC MEXKIY MPHEMIIEMBIM YPOBHEM
0e30macHOCTH U (QYHKIIMOHATbHOCTBIO.

[TomuTKa HIWKHErO YPOBHA, OIpeneiseT NpoUeAyphl, H IpaBHia
JOCTHXKCHHS IIeNied M pelieHus 3ajad 0e30MacHOCTH MEePCOHATBHBIX JaHHBIX U
JeTATU3UPYET (periaMeHTHPYET) 9TU MpaBuia:

— KakoBbl POJMU W OOSI3aHHOCTH JOJDKHOCTHBIX JIMII, OTBEYAIOIIUE 3a
MIPOBE/ICHUE TTOJIMTUKU O€30MaCHOCTH MEPCOHAIBHBIX JIAHHBIX;

— KTO MMEET IpaBa JIOCTYyNa K MEePCOHAIbHBIM JJAHHBIM, KTO U MPH KaKUX
YCIIOBHUSX MOXKET YUTATh U MOIU(DHUITMPOBATH ITEPCOHALHBIC JaHHBIC U T.JI.

[Tonutrka HIKHETO YPOBHS JOJKHA!

— TpeaycMaTpuBaTh  perjamMeHT — MHGOPMAIMOHHBIX  OTHOILICHUH,
UCKJTIOYAFOIINX BO3MOKHOCTb MIPOU3BOJIBHBIX, MOHOITOTHHBIX WITH
HECAaHKIIMOHWPOBAHHBIX JACHCTBUI B OTHOIIIEHUU WH(OPMAITMOHHBIX PECYPCOB;

— OMNpEeNeNsITh KOAIMIIMOHHBIE M HEePApXUUECKHE MPUHIUIBI U METOIbI
pas3JeneHusl CEKPETOB U pa3TpaHUUCHUs JOCTYMA K MEPCOHATBHBIM JaHHBIM;

— BBIOHpATH MIPOrPaMMHO-TEXHUYECKHUE (ammapaTHbIe) CpeacTBa
npotuBogeiictBuss HCJl, ayreHtudukanuu, aBTOpU3ALMM, HACHTUPUKALUA U
JIPYTUX 3alIATHBIX MEXaHU3MOB, 00ECIICUNBAIOIINX TaApaHTUN PeaU3alliy MpaB 1
OTBETCTBEHHOCTH CYOHEKTOB HH()OPMAITMOHHBIX OTHOIICHHH.

5.3. PernmamenTanus 10cTymna B MOMEIICHUS.



KoMmoHeHThl HTHPOPMAIIMOHHON CUCTEMbI aIMUHUCTPALIMK paioHa JOJIAKHbBI
pa3MelaTbcsd B MOMEUICHHUSIX, HAXOAAIIUXCA MOJI OXPaHON WM HaOIIOJCHUEM,
UCKJTIOYAIOIIUM BO3MOKHOCTh OECKOHTPOJIHHOTO MPOHUKHOBEHHUS B IMOMEIICHUS
NOCTOPOHHMX JIMI] U 00ECIIEUMBAOIINUM (DPU3NYECKYIO COXPAHHOCTh HaXOISAIIUXCS
B MIOMEIIEHUH 3alIUIIAaeMbIX pecypcoB (mokymeHToB, APM u T.11.). YOopka Takux
NOMEILIEHU  JIOJDKHA  MPOM3BOAUTBCA B IMPUCYTCTBUM  OTBETCTBEHHOT'O
COTPYIHHKA, 32 KOTOPBIM 3aKpEIUICHbI JAHHbIE KOMIIOHEHTHI, C COOJIIOJIEHUEM Mep,
UCKJTIOYAIOIIUX JOCTYI MOCTOPOHHMX JHUI[ K 3alIUIIaeMbIM HH(QOPMALMOHHBIM
pecypcam.

Bo Bpemst 00paboTKH NepCOHAIbHBIX JAaHHBIX B TAKUX IMOMEIIEHUAX 10JKEH
NPUCYTCTBOBATh TOJBKO MEPCOHAJ, AOMYIIEHHbIH K paboTe C MepCOHATbHBIMU
JAHHBIMM.  3ampeniaercss IpUEM  IOCETUTENe B IMOMEUIEHUSX, KOrjaa
OCYHIECTBIISIETCSl 00paboTKa MEPCOHANBHBIX JTAHHBIX.

[Io oxkoHuaHum pabouero 1HSA, TMOMEIICHHS, B KOTOPBIX pa3MEIIalOTCs
KOMIIOHEHThl MH(POPMAIMOHHON CHUCTEMBbl aJIMHUHUCTPALIMU paiioHa, JOJKHBI
3anMpaThCs Ha KITIOY.

B cimydae ocHameHuss IOMENIEHNN CPEACTBAMU OXPAaHHOW CUTHAIIM3AllH, a
TaK)kK€ aBTOMaTU3UPOBAHHOW CHCTEMOM MpHUEMa U PETUCTPALIMU CUTHAJIOB OT 3THX
CPEICTB, MpUEM-CIAaya TAaKUX IMOMEIICHUH I0J OXpaHy OCYIIECTBIISIETCS Ha
OCHOBAHUMU CIIELMAIbHO pa3padaThIiBAEMON HHCTPYKIIUH.

5.4. PermameHTanus ~ JIOMyCKa  COTPYJHMKOB K  HWCIOJB30BaHUIO
UH(GOPMAITMOHHBIX PECYPCOB

B pamkax pa3pemnTenbHON CUCTEMBI (MATPHULIbl) 1OCTYIA YCTaHABIMBAETCS:
KTO, KOMY, KaKyt0 HH(OpMAIUIO U JUIsl KAKOT'O BHJIa JOCTYIIA MOXKET MPEJOCTABUTh
U TIPYU KaKHX YCIOBUSX.

Honyck monb3oBarened K pabore ¢ HMHPOPMALMOHHOM CHCTEMOM
aJIMMHHUCTPALIMU U JJOCTYI K €€ pecypcaM JOJIKEH ObITh CTPOrO perjiaMeHTUPOBaH.
JIroOble M3MEHEHHs COCTaBa M MOJHOMOYMI MOJb30BaTENeH MOJICUCTEM JOJKHBI
POU3BOJUTHCS YCTAHOBJIEHHBIM MOPSIAKOM.

YpoBeHb ITIOJTHOMOYHH KaXkK10ro I10JIb30BaTEIA omnpenensiaercs
WHMBHUIYAJIbHO, COOJIIOAAs CIEAYIOIUEe TPEOOBAHUS:

— KQXIbI COTPYIHHK IOJIB3YETCS TOJIBKO MPEANUCAHHBIMU €My MpaBaMH
O OTHOUICHHIO K MEPCOHAIbHBIM JAaHHBIM, C KOTOPbIMH €My HeoO0Xxoauma
paboTaTh B COOTBETCTBHM C JIOJKHOCTHBIMHM OOSI3aHHOCTSAMH. Pacmimpenue rnpas
JO0CTylla M IPENOCTaBIE€HUE JOCTyNa K JIONOJHUTEIbHBIM HH()POPMALMOHHBIX
pecypcam, B  00sA3aTeNbHOM  MOpPSAJKE, JODKHO  COIVIACOBBIBATBHCS €
aAMUHUCTPATOPOM O€30MacHOCTH HWH(POPMALIMOHHON CHUCTEMBI IEPCOHAIBHBIX
JAHHBIX;

— TjaBa palioHa MMEeT IpaBa Ha MPOCMOTP HH(MOPMALMU CBOUX
NOJYMHEHHBIX TOJBKO B YCTAHOBJIEHHBIX IPEIEIax B COOTBETCTBHH CO CBOMMU
JOKHOCTHBIMU OOSI3aHHOCTSIMHU.

Bce coTpynHHMKM aJIMHHHCTpalUMU pailoHa U OOCTY>KMBAIOUIUN IMEpCOHA,
JOJKHBI HECTH MEPCOHAIBHYIO OTBETCTBEHHOCTh 332 HAPYILIEHHSI YCTAaHOBJIEHHOIO
nopsijika 00pabOTKH NEPCOHAIBHBIX JIaHHBIX, MPABWI XpaHEHUSs!, UCIIOIb30BAHUS U



nepeiadyd HaXOASAIIMXCS B MX PACIOPSIKCHUH 3alUIIACMBIX PECYPCOB CHCTEMEI.
Kaxnprit  corpymauk (npu mnpueme Ha pabdOTy) JTODKEH MOANMHCHIBATH
00513aTeIHCTBO O COOJIIOJICHIH M OTBETCTBEHHOCTH 3a HAPYIICHUE YCTAHOBICHHBIX
TpeOOBaHMUIA 110 COXPAHEHUIO MTEPCOHATBHBIX TAHHBIX aIMUHUACTPAITUU paiioHa.

OOpaboTka MEpPCOHANBHBIX JAHHBIX B KOMIIOHEHTax WH(OPMAIMOHHON
CUCTEMBI AIMUHUCTPAIIMU paiioHa JOJHKHA TPOU3BOJIUTHCS B COOTBETCTBUU C
YTBEPKJICHHBIMHU TEXHOJIOTUIECKUMHA UHCTPYKITUSMHU.

5.5. PernameHranus mnpoueccoB  OOCHYXHMBaHUSI M OCYLIECTBJICHMS
MOJIU(PUKALIMY alapaTHBIX U IPOrPAMMHBIX PECYPCOB

B umensx mnoanepkaHus pexkuma MHGOPMAIMOHHOW  0€30MacHOCTH
amnmapaTHO-TIpOrpaMMHasi KOH(HTypaiusi aBTOMATH3UPOBAHHBIX PabOYMX MeECT
COTPYIHHUKOB aIMUHUCTPALIMU pallOHA, C KOTOPHIX BO3MOXKEH JOCTYI K pecypcam
MH(POPMAIIMOHHON CUCTEMBI, JOJKHA COOTBETCTBOBATH KPYI'y BO3JIOKEHHBIX Ha
JAHHBIX NOJIb30BaTeNlel (DYHKIIMOHAIBHBIX 00513aHHOCTEH.

B kommoneHTtax WHGOPMAlMOHHON CHUCTEMbl M Ha paboyux MecTax
NOJIb30BaTEeNel JOHKHBI yCTAHABIMBATHCS M HCIIONB30BATHCS JTUIICH3MOHHBIE
IporpaMMHbIE CPEICTBA.

5.6. ObGecnieueHne U KOHTPOJb (PU3UYECKOM IEIOCTHOCTH (HEM3MEHHOCTHU
KOH(pUTypalyn) annapaTHbIX peCypcoB

O6opynoBanue HHGOPMAIIMOHHONW CHCTEMBI, UCIIOJIB3yeMOe I JOCTyIa U
XpaHEHUs TEPCOHAIBHBIX JAHHBIX, K KOTOPOMY JIOCTYI OOCTY>KHBAIOIIETO
nmepcoHajga B TPOIECCe OKCIUTyaTallul He TpeOyercs, TMocie HalaJ0vYHbIX,
PEMOHTHBIX M HMHBIX PabOT, CBA3aHHBIX C JIOCTYIIOM K €r0 KOMIIOHEHTaM JIOJKHO
3aKpbIBATHCS.

5.7. TlonGop u moAroToBKa MepcoHasna, 00y4eHue Moab30BaTenei

[Tonws3oBatenu WHMOPMAIIMOHHOW CHUCTEMBbl QJIMUHUCTpALlUM paiioHa, a
TaK)K€ PYKOBOIAIIMN U OOCTYKMBAIOLIMI NEPCOHA JOKHBI OBITh O3HAKOMIICHBI
CO CBOMM YpPOBHEM IIOJJHOMOYMM, @ TAaKXKE OPraHU3alMOHHO-PACIOPSAUTEIBHOM,
HOPMAaTHUBHOMU, TEXHUYECKOU 151 JKCIUTyaTallMOHHOMN JIIOKYMEHTAILUEH,
ornpezenstoneil TpedoBaHUs U TOPAIOK OO0pabOTKM TMEPCOHANBHBIX JaHHBIX B
aIMHUHUCTPALIMU pariOHa.

Obecnieuenne 0€30MaCHOCTH TEPCOHATBHBIX JAHHBIX BO3MOXHO TOJIBKO
nocJie BbIpaOOTKHU y MOJIb30BaTENEH OMpENeIeHHON KYJIbTYphl pabOThI, T.€. HOPM,
00s3aTeNbHBIX JII HMCIOJHEHUS BCEMH, KTO padoTaeT ¢ HMH(POPMaUMOHHBIMU
pecypcamMu agMHUHUCTpanuu panoHa. K TakuM HOpMamM MOXKHO OTHECTH
3anpenieHue JII0ObIX YMBIIUICHHBIX WJIM HEYMBIIIJIEHHBIX JEUCTBHUM, KOTOpPbIE
HApylIaloT HOPMaJbHYIO pPa0OTy KOMIIOHEHTOB HH()OPMALIMOHHONW CHCTEMBI,
BBI3BIBAIOT  JOMOJIHUTEIBHBIE 3aTpaTbl PECYpCOB, HAPYIIAKOT LEIOCTHOCTh
XpaHUMOW W oOpabGarbiBaeMoM WH(GOpPMALIMKM, HAPYIIAIOT HWHTEPECHl 3aKOHHBIX
HOJIb30BaTENEH, BIa/IEbLIEB UM COOCTBEHHUKOB.

Bce monb3oBaTenu HMHMOPMALMOHHOM CHUCTEMBbl AJIMHUHHCTpPALMU pailoHa
JIODKHBI ~ OBITh  O3HAKOMJIGHBI € OpPraHM3allMOHHO—PAaCHOPSAUTEIbHBIMU
JOKyMEHTaMu 1O  o0OecreueHrut0 O0e30MacHOCTH  TEPCOHAJIBHBIX  JaHHBIX



AJIMUHUCTpPALINA paﬁOHa, B YaCTu, UX K&C&IOIIIGI)'ICSI, JOJIZKHBI 3HAThb H
HCYKOCHHUTCJIIbHO BBLINMOJHATL HWHCTPYKOMHW W 3HATb O6HIH€ 00s3aHHOCTH I10
oOecrieueHn0 0€30IacHOCTHU IMICPCOHAJIBHBIX TdHHBbIX. I[OBG,ZIGHI/IG Tpe6OBaHHﬁ
YKa3aHHbIX JOKYMCHTOB [0 JIMI, AOIYHICHHBIX K O6pa6OTKC 3aluImacMbIX
IICPCOHAJIBHBIX JAHHBIX, JOJIZKHO OCYHICCTBIIATHCA 1104 POCIIUCE.

5.8. OTBETCTBEHHOCTh 32  HApPYIIEHWs  YCTAHOBJIEHHOTO  MOpPSIKA
[I0JIb30BaHUS pecypcamu MH(OPMALIMOHHON CUCTEMBI aJIMUHUCTPALMU pailoHa.

Mepa OTBETCTBEHHOCTH II€pCOHalla 3a JEHCTBUSA, COBEpILICHHbIE B
HapylI€HUE YCTAaHOBJIICHHBIX MpaBUJ oOecrieueHus Oe3omacHo paboOThl C
NEPCOHATBHBIMU  JIAaHHBIMHU, JOJKHA OMNpPEAENSIThCS HAHECEHHBIM yIiepooM,
HaJIUYMEM 3JI0T0 YMBICTIA U APYTUMU (PpaKkTopamMu Mo YCMOTPEHHUIO IJ1aBbl pailoHa.

Jus  peanuzaruu NPUHIMIA  T[EPCOHAIBLHOU OTBETCTBEHHOCTH
MOJIb30BaTelel 3a CBOU JIEHCTBUS HEOOXOANMBI:

— UHJIUBUAYyaJIbHAas WACHTU(UKALUS TOJIH30BATEIC U MHUIIUUPOBAHHBIX
MU TIPOIIECCOB, T.€. yCTaHOBJIeHUE 3a HUMU uaeHtudukaropa (login, Username),
Ha 0a3ze KOTOpOoro OyIeT OCYIIECTBISATHCA pa3rpaHUdYEHUE JOCTyla B
COOTBETCTBHH C MPUHITUIIOM OOOCHOBAHHOCTH JOCTYIIA;

— TIpOBepKa MOMJIMHHOCTH TOJb30BaTenel (ayTeHTU(UKAIUS) Ha OCHOBE
MapoJIeH;

— peakiusi Ha MONBITKA HECAHKIIMOHUPOBAHHOI'O JIOCTyNa (CUTHAIU3aIus,
OJIOKUPOBKA U T.1.).

5.9. Cpencra obecrnieueHns 0€30MaCHOCTH MEPCOHATBHBIX JTAHHBIX

Jlns  obecriedenust uWHGOPMAIMOHHONW OE€30MACHOCTH  aIMUHUCTpAIlUU
palioHa UCTIOIB3YIOTCS CIEAYIOIINE CPEJCTBA 3AIIUTHI:

— (usnueckue cpeacTna;

— TEXHHYECKHE CPEJICTBA;

— cpencTBa HICHTU(DUKAIINY U ayTCHTH(PUKAIINH TTOTH30BATEIICH;

— CpelCTBa pa3rpaHUYCHHUs IOCTYIIA;

— cpencTBa 0OecrieYeHUs] M KOHTPOJIS 1IEJIOCTHOCTH;

— CpencTBa  ONEPAaTUBHOTO  KOHTPOJISS W PETUCTPAMH  COOBITHMA
0€30MacHOCTH.

CpenactBa  3amuTHl  JODKHBI  TPUMEHATBCS KO  BCEM  pecypcam
WH(GOPMAITMOHHON CHCTEMbl aJIMUHUCTPAIUM paiioHA, HE3aBUCUMO OT MX BHJIA U
¢dbopMBbI TipesicTaBlieHrs HHPOPMAIIUY B HUX.

5.9.1. ®usnyueckue cpeacTBa 3aluThl

dU3UYECKUE MEPBI 3allUThl OCHOBAaHbl HA IPUMEHEHHUM Pa3HOro pojaa
MEXAHUYECKUX, DSJIEKTPOHHBIX WA JJEKTPOHHO-MEXAHUYECKUX YCTPOMCTB U
COOPY)KEHHUM, CHEIUATbHO TMPETHA3HAYEHHBIX IS CO3JaHusA (DU3UICCKUX
MPENATCTBUM HAa BO3MOKHBIX IMYTSAX MPOHUKHOBEHHUS W JOCTYyNAa MOTCHIUAIBHBIX
HapyIIUTENIEeH K KOMIOHEHTAM CHUCTEMBI U 3aIUIIAEMbIM NTEPCOHAIBHBIM TAHHBIM,
a TaKkKe TEXHUYECKUX CPEJCTB BHU3YaJIbHOTO HAOIOJCHUS, CBS3U W OXPaHHOM
CUTHAJIM3ALINH.



st o0ecreueHus (buznyeckon 0e301acHOCTH KOMITOHEHTOB
WH(GOPMAITMOHHON CHUCTEMbI aJIMHHUCTPAIMKA paiioHa HEOOXOUMO OCYIIECTBISAThH
PSA OpPraHU3alMOHHBIX M TEXHUYECKHX MEPOINPHUITHHA, BKIFOUYAIOIIUX: MPOBEPKY
o0opyaoBaHUs, IPEIHA3HAYCHHOTO JIJIs1 00pabOTKH MEPCOHABHBIX JTAHHBIX, Ha:

— HAJIWYHE CICIHUATHLHO BHEAPECHHBIX 3aKIIAHBIX YCTPOUCTB;

— BBEJCHHC JOIOJHUTENBHBIX OTPAaHUYCHUH IO JIOCTYIy B TOMEIICHUS,
npeIHa3HAYCHHBIC TS XpaHSHHS U 00pabOTKH MePCOHAIBHBIX TaHHBIX;

— o0opynoBaHWE CHUCTEM HH(POPMATH3AIMU YCTPOUCTBAMHU 3aIUTHI OT
cOOEB AIIEKTPONUTAHUS U TIOMEX B TUHUSIX CBS3H.

5.9.2. Texuuveckue cpeacTBa 3aIIUTHI

TexHuueckue (ammapaTHO-IPOrPaMMHBIE) MEpbl 3alUThl OCHOBAHBI HA
WCIIOJIb30BaHUM PA3JIMYHBIX DJIEKTPOHHBIX YCTPOMCTB U CHEIUATBHBIX ITPOrpaMM U
BBITIOJTHSIOMKUX (CaMOCTOATENIFHO WJIM B KOMIUIEKCE C JIPYTUMHU CPEIACTBAMHU)
GyHKIMK  3amUThl  (MACHTU(UKALIMIO U ayTeHTU(UKAIMIO I0JIh30BaTelleH,
pasrpaHuveHue J0CTyTIa K pecypcam, PETHCTPAIINIO COOBITHIA,
KpunTorpadudeckoe 3akpbiTue HHHOPMAIIH U T.1T.).

C yderoM Bcex TpeOOBaHHWI W TMPHUHIIUIOB OOeCTeYeHHs OE30MacCHOCTH
NEPCOHATBHBIX JAHHBIX IO BCEM HAINPABJICHHSIM 3allUThHl B COCTaB CHCTEMBI
3aIUTHI JOJKHBI OBITh BKIIOYEHBI CIIEIYIONIUE CPE/ICTBA:

— CpeICcTBa pa3rpaHUYCHHS TOCTYIA K JaHHBIM;

— CpeIcTBa PETUCTPAlMKM JIOCTyNa K KOMIIOHEHTaM WH(OpMaImoOHHOM
CUCTEMBI U KOHTPOJIA 32 UCTIOJIb30BaHNEM HH(POPMAIINH;

— CpeACTBa pearupoBaHUS Ha HAPYIICHHS peXuMa HWHPOPMAIMOHHON
0€30MaCHOCTH.

Ha Ttexnuyeckue cpeacTBa 3alIUThl BO3JAraercs PEIICHUE CIETYIONINX
OCHOBHBIX 3a/1a4:

— uAeHTUUKANKSA ¥ ayTeHTU(DHUKAIINS MTOTH30BATEICH TPU TOMOIIA UMEH
WIH CTIEIMAIBbHBIX anmnapatHeix cpeacts (Advantor, Touch Memory, Smart Card u
T.IL.);

— perJamMeHTaIusl U YIpaBlIeHNEe JOCTYIIOM TOJh30BaTeNei B TOMEIICHMUS,
K (PU3UYECKUM U JTOTUYECKUM YCTPONCTBAM;

— 3amWTa OT  TPOHUKHOBEHHMSI  KOMITBIOTEPHBIX  BHPYCOB  H
Pa3pyIIUTETHLHOTO BO3JICHCTBUS BPEIOHOCHBIX MPOTPAMM;

— perucTtparusi BCceX IEHCTBHI IOJB30BATENS B 3alIMIICHHOM >XypHAaJe,
HAJIMYNE HECKOJbKHUX YPOBHEH PETHCTPAINN;

— 3amuTa JaHHBIX CHCTEMBI 3aIUTHl Ha (halIOBOM cepBepe OT TOCTYIa
NOJIb30BaTeNIeld, B 4YbHM JODKHOCTHBIC OOSI3aHHOCTH HE BXOAUT paborta C
uHGOpPMAITIH, HAXO/ISIICHCS Ha HEM.

5.9.3. CpencrBa uneHTuGUKAIUN U ayTeHTU(PHUKAIIAN TTOJIb30BATENCH

B umensix mnpenorBpamieHus paboThl € pecypcaMu MHG(OpMAMOHHOM
CHUCTEMbl aJIMUHUCTpAIUM paiioHa MOCTOPOHHUX JIMIl HEOOXOAMMO OOECHEUYUTh
BO3MOKHOCTh PAaCIO3HABAaHUSA KaXXJOrO JIETAJIbHOrO IMOJIb30BaTeNs (WU TpyHn



nonbp3oBarenent). g uaeHTUUKAMU MOTYT NPUMEHATHCS Pa3IMYHOIO pPoja
YCTPOMCTBA: MarHUTHBIE KAPTOUKH, KIIFOUH, KIIFOUEBbIE BCTABKH, TUCKETHI U T.II.

AytenTudukanus (MOATBEPKJIECHUE MOJJIMHHOCTH) IMOJb30BAaTENEH TaKke
MOJKET OCYILECTBIIATHCS:

— TyTEM MPOBEPKH HAIUYHUS Y IMOJIb30BaTeNel KaKuX-JINO0O CHeIHalbHBIX
YCTPOUCTB (MarHUTHBIX KapTOYEK, KIHOUEH, KJIOYEBBIX BCTABOK U T.1.);

— IyTeM NMPOBEPKU 3HAHUS UMU NapoJIei;

— TyTEeM TPOBEPKH YHHUKAIbHBIX  (PU3MUECKUX  XapaKTEPUCTUK U
napaMeTpoB CaMUX IO0JIb30BaTeNel MPU MMOMOIIY CHEHHUAIBHBIX OMOMETPUUYECKUX
YCTPOWCTB.

5.9.4. CpencrBa pa3rpaHU4eHUS JTOCTYTIA

30HBI OTBETCTBEHHOCTH M 33Ja4d KOHKPETHBIX TEXHUYECKHX CpEACTB
3aIUThl YCTAHABIMBAIOTCS MCXOMAS M3 MX BO3MOXKHOCTEH M IKCIUTYyaTallMOHHBIX
XapaKTePUCTHK, ONIMCAHHBIX B JOKYMEHTAIIUU Ha JJAHHBIC CPEICTRA.

TexHudeckue cpencTa pa3rpaHUUCHUs JOCTYMA JOKHBI TI0 BO3MOXKHOCTH
OBITH COCTAaBHOM YacThIO €IMHOM CUCTEMBI KOHTPOJIS IOCTYIIA!

— Ha KOHTPOJUPYEMYIO TEPPUTOPHIO;

— B OTJENbHbIC IOMEIICHNUS;

— K KOMIIOHEHTaM HH(OPMAIMOHHOW Cpenbl aJIMUHUCTPAIMKA pailoHa U
AJIEeMEHTaM CHCTEMbI 3aIlUThI IEPCOHATBHBIX JaHHBIX ((PU3MUECKHI 10CTYI);

— K uH(OPMAIMOHHBIM pecypcaM (JIOKyMEHTaM, HOCUTENSIM WH(OpMAaIInH,
(aiinam, HabopaM JTaHHBIX, apXUBaM, CIIPaBKaM U T.1I.);

— K aKTUBHBIM pecypcam (MPUKIAIHBIM MPporpaMMam, 3aj1adaM U T.11.);

— K OIIepPaIllMOHHOW CHUCTEME, CHUCTEMHBIM IpOrpaMMaM W TporpamMmam
3aIUTHI.

5.9.5. CpencrBa obecrnieueHus U KOHTPOJIS 1ETOCTHOCTH

CpencrBa oOecrieueHusl LIETOCTHOCTH BKJIIOYAIOT B CBOM COCTaB CpPENCTBA
pPE3EpPBHOIO0 KOMUPOBAHUS, MPOTPAMMBI AHTUBHUPYCHOM 3allUThI, MPOTrpaMMbI
BOCCTaHOBJICHUS 1I€IOCTHOCTH ONEPAIIMOHHOM CpeJibl U 0a3 TaHHbIX.

CpeacTBa KOHTPOJSL LIETOCTHOCTH HH(POPMALMOHHBIX PECYPCOB CHCTEMBI
OpeqHa3HAaueHbl Ui CBOEBPEMEHHOrO0 OOHAapyXEeHHUs MOJUPUKALUU WU
UCKQXCHHUSI PECypcoB cHUCTeMbl. OHHU TO3BOJSIOT O0ECHEYHUTh MPABUIBHOCTH
(YHKIIMOHUPOBAHUS  CHCTEMbl  3alllUThl W  LEJIOCTHOCTh  XpaHUMOU H
oOpabaTbiBaeMoil HHGOPMAITUH.

KouTpone wnenoctHoctd HH(OpMALMU U CPEACTB 3alIMTHl, C LENbIO
o0ecrieueHuss  HEU3MEHHOCTH  MH(POPMAIMOHHON  Cpelbl,  OmpenenseMoin
IPeyCMOTPEHHON TeXHOJI0Tuel 00pabOTKH, U 3alIUThl OT HECAHKIIMOHUPOBAHHOM
MOIU(UKALIUY TEPCOHANIBHBIX JAHHBIX JTOJKEH 00eCTIeYnBaThC:

— CpeACTBaMM pa3rpaHUuYeHUs JOCTYyNa (B MOMEIIEHUS, K JOKYMEHTaM, K
HOCUTENSIM HH(OpMaIMu, K cepBepaM, JIOTUYECKUM YCTPOHUCTBAM H T.I1.);

— CpelCTBaMH 3JIEKTPOHHOM MOAIHCH;

— CpeACTBaMHM TMOACYETa KOHTPOJIBHBIX CYMM (VIS HCIIOJIb3yEeMOro
IPOrpaMMHOI0 00ECTICUCHHUS ).



5.9.6. CpencrtBa OnepaTMBHOTO KOHTPOJISL M PErUCTPAllMM  COOBITUIN
0e3omacHOCTH

CpencrBa 00BbEKTUBHOTO KOHTPOJIS JOJDKHBI 00ecleunBaTh OOHapyKEHUE U
perucTpanuo Bcex coObITui (meicTBUi mosb3oBareneid, nmonsitok HCJ u T.1m.),
KOTOpbI€ MOT'YT IOBJ€Yb 3a COO0OI HapylleHue Oe30MacHOCTH U TPUBECTH K
BO3HUKHOBEHHUIO KPHU3UCHBIX CHUTyalMid. AHanmu3 coOpaHHOH cpencTBamMu
peructpanuu MH(GOpMALUU MO3BOJISET BBIIBUTH (PAKThl COBEPUICHUSI HApYILLIEHUH,
UX XapakTep, MOJICKa3aTb METOJ| €ro pacciaeloBaHUs U CIOCOOBI IOMCKa
HapylmuTenss U uchpaBieHus cuTyaiuu. CpeacTBa KOHTPOJS M PETUCTPALUU
JOJKHBI ITPEAOCTABIIATH BO3MOKHOCTH:

— BEACHMA U aHajIM3a >KypHAJIOB PETUCTPALUM COOBITUH 0€30IacHOCTH
(CHCTEMHBIX >)KYPHAJIOB);

— TIOJy4YeHHUs] TBEpAON KoIuu (Me4aTH) >KypHala PEerucTpaluu COOBITHI
0€e30IMacHOCTH;

— YNOPSAA0YEHUS KYPHAJIOB, a TAK)KE YCTAHOBJICHHSI OTPAaHUYEHUI HA CPOK
UX XpaHEHMUS;

— OIIEpaTHBHOIO  OMNOBELIEHUS  aJMHUHHMCTpaTopa  O€30MacHOCTH O
HapyLICHUSX.

[Ipu perucrtpanuu CcOOBITHI  0€30MACHOCTH B  JKypHaje JIOJDKHA
(bukcupoBaThCs ciaeayroas HHPopMalus:

— JlaTa U BpeMs COOBITHS,

— wuaeHTUGUKATOP  CyOBEKTa,  OCYIIECTBISIONIETO  PETUCTPUPYEMOE
JICUCTBUE;

— JedicTBUe (TUI JOCTYIIA).

5.10. Kontpoinb 3(pPeKTUBHOCTU CUCTEMBI 3aIUTHI

KonTtpouib 3 PeKTUBHOCTH 3alIUThI MEPCOHAIBHBIX JTAHHBIX
OCYIIECTBIISIETCA C IEJIbI0O CBOECBPEMEHHOIO BBIABICHHUS W NPEAOTBPAIICHUSA
YTEUYKU IIEPCOHAIBHBIX JAHHBIX 34 CYET HECAHKLIMOHUPOBAHHOI'O JOCTYIA, & TAKKE
MPEAYIPEKICHUS BO3MOXKHBIX CIELUAIBHBIX BO3/ICMCTBUI, HANpPaBJICHHBIX Ha
YHUYTOXKEHUE TEPCOHANBHBIX JTAHHBIX, pa3pylieHue CPeCTB WHGOpMaTH3AINU.
KoHTponbs MOKET NpOBOIUTHCS MPUBIECKAEMBIMU ISl 3TOW LIEJIM OPraHU3alUsIMHU,
VMEIOIIAMU JTULEH3HUIO Ha 3TOT BUJ AEATEIbHOCTH.

Onenka 3(pheKTUBHOCTH Mep 3aIIUThl IEPCOHATBHBIX JTAHHBIX TPOBOIUTCS
C UCIIOJIb30BAHUEM TEXHUYECKUX U MPOTPAMMHBIX CPEICTB KOHTPOJS HA MPEAMET
COOTBETCTBHUSI YCTAHOBJICHHBIM TPEOOBAHUSIM.



